Footer365
Security v2026-10-12

Document Security

Version v2026-10-12

Published 12 October 2026

Status Published

Address footer365.com/security

Documents

Document Version SHA-256 fingerprint

Security v2026-10-12 80£f9 le5f d319 1dc8 59bd 2£30 bded 2a% 1600

b639 7525 5b13 0c9%9e b648 319f bd7f

Each fingerprint is the SHA-256 of the document's exact text as published. Anyone can check that a saved copy matches the
published version, and any change to the text would change its fingerprint. The current version of each document is published at
footer365.com, and every version that applied to the organisation is kept on the Agreements page of its Footer365 portal.

Footer365 is a trading name of Chillishot Limited, registered in England and Wales, company number 06493118. Page 1 of 2



Security

Security v2026-10-12, in force from 12 October 2026
SHA-256 fingerprint: 80f9 1le5f d319 1dc8 59bd 2£30 bded 2a9%e 1600 b639 7525 5b13 0c9%e b648
319f bd7f

Security

Security and trust

Footer365 runs on servers in the United Kingdom and signs everyone in through Microsoft, with least-privilege
access, encryption in transit, encrypted credentials and a full audit trail.

Microsoft sign-in

Everyone authenticates through Microsoft Entra ID. We never see or store passwords, and there are no separate
credentials to manage.

Least-privilege access

We request only the permissions needed to sync your directory and manage mail-flow connectors. A Global
Administrator grants consent, and can revoke it at any time.

Encryption

All traffic is encrypted in transit with TLS. The access tokens and other secrets the service stores are encrypted
with AES-256 by the application itself.

UK data residency

Your mail is processed, and your directory and account data are stored, on our servers in the United Kingdom.
The few providers we rely on, and where they work, are on our sub-processors page
(footer365.com/subprocessors).

Minimal data

We process the directory attributes needed to build signatures. We do not read or retain the body of your
messages beyond injecting the signature.

Audit trail

Configuration changes, provisioning steps and mail-processing outcomes are logged, so you can see who
changed what and when.

Reporting a vulnerability

If you believe you have found a security issue, please email security@footer365.com with the details and steps to
reproduce. We investigate all reports and will acknowledge yours. Please do not publicly disclose an issue before
we have had a chance to address it.

Sub-processors and data processing

We use a small number of vetted sub-processors to run the service. See our sub-processors list
(footer365.com/subprocessors) and our data processing terms (footer365.com/dpa) for details, including our role
as a data processor for the personal data in your directory.
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